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Abstract 

Privacy preservation is critical for control information disseminationin Platoon-based Vehicular Cyber-Physical 
Systems (PVCPS).However, the vehicular communication is vulnerable to wirelesseavesdropping attack and 
message modification, due to broadcastnature of radio channels. In this poster, we present a secret key 
generationtestbed for PVCPS security, which is built based on off-theshelfautonomous robotic vehicles and TelosB 
wireless transceivers.A cooperative secret key agreement (CoopKey) scheme is demonstratedfor 
encrypting/decrypting the disseminated control messages.To unify the secret key generated by the vehicles, 
CoopKeyexplores received signal strength (RSS) measurements and channelestimation on the inter-node radio 
channel. In addition, a Pythonbaseduser interface is also implemented to show real-time bitmismatch rate of 
CoopKey. 
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ABSTRACT

Privacy preservation is critical for control information dissemina-

tion in Platoon-based Vehicular Cyber-Physical Systems (PVCPS).

However, the vehicular communication is vulnerable to wireless

eavesdropping attack and message modification, due to broadcast

nature of radio channels. In this poster, we present a secret key gen-

eration testbed for PVCPS security, which is built based on off-the-

shelf autonomous robotic vehicles and TelosB wireless transceivers.

A cooperative secret key agreement (CoopKey) scheme is demon-

strated for encrypting/decrypting the disseminated control mes-

sages. To unify the secret key generated by the vehicles, CoopKey

explores received signal strength (RSS) measurements and channel

estimation on the inter-node radio channel. In addition, a Python-

based user interface is also implemented to show real-time bit

mismatch rate of CoopKey.
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1 INTRODUCTION

Platoon-based Vehicular Cyber-Physical System (PVCPS) has en-

abled a new platoon-based driving paradigm, in which a lead vehicle

is driven manually, while the following vehicles follow the lead

vehicle in a fully automatic fashion [2, 4]. The lead vehicle decides

the platoon’s driving status, i.e., driving speed, heading direction,

acceleration/deceleration values, and road emergency. Thanks to

inter-vehicle wireless communications, the lead vehicle (managing

the platoon) periodically broadcasts driving control information
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to update the driving status of the following vehicles. The follow-

ing vehicle acts as a data-forwarding node, so that the messages

from the leader can be disseminated to all the nodes in the platoon.

However, the control message dissemination in PVCPS is vulnera-

ble to eavesdropping attacks due to the broadcast nature of radio

channels [1]. Adversaries could track the location of vehicles of

interest, and launch spoofing, playback, or impersonation attacks

to abuse mobility patterns of the platoon. Consequently, a secret

key for message encryption/decryption is crucial to support control

message confidentiality, integrity, and sender authentication, which

is also critical to the driving safety in PVCPS.

Several methods are studied to explore wireless link dynamics to

generate a pair of shared secret key for two nodes [5]. Unfortunately,

the existing solutions are hardly applied to vehicular platoons since

all the nodes in PVCPS have to agree upon one unanimous secret

key so that the disseminated control message from the preceding

node can be timely decoded by the following one. In our prelimi-

nary work [3], we experimentally study the secret key generation

for data dissemination security, where the key is generated based

on locally quantized received signal strength (RSS) measurements

on each node. The experimental results in [3] show that the dis-

tance between the nodes and number of quantization intervals

can affect the secret bit mismatch rate. By extending the system

design and experiments in [3] for the secret key agreement of mul-

tiple nodes, this demonstration implements a cooperative secret

key agreement (CoopKey) scheme for PVCPS, which generate a

unanimous secret key for multiple nodes based on estimation of

RSS measurements. Moreover, the CoopKey testbed supports an

intuitive user-interface to display the real-time secret bit mismatch

rate of the key generation.

2 TESTBED AND IMPLEMENTATION OF

COOPKEY

2.1 System overview and implementation

Figure 1 illustrates the CoopKey testbed for PVCPS security, which

is built with a platoon of 4 mobile nodes. The nodes travel in a

straight line with the same velocity which is determined by the

lead node. The inter-node distance is maintained at 2 meters. With

regards to the wireless communication interface, the Crossbow

TelosB wireless transceiver mounted on a 1m-high plastic pole is

placed on top of the node. The TelosB node has the maximum data

rate of 250 kbps, while the maximum transmission power is 0 dBm.

In particular, the data rate and transmission power of all nodes

are set to the maximum level during our experiments. In terms of

packet length, the payload of the data packet has 100 bytes.
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Figure 1: The CoopKey testbed for PVCPS security.

The transmission of data packets is initialized by the lead node.

The data packets are encrypted by CoopKey at the lead node, and

immediately disseminated to its adjacent following node all the

way to the tail node. When the tail node successfully receives the

data, it broadcasts an acknowledgement packet so that the lead

node can transmit a new packet. In case of packet loss during the

dissemination, a timeout of the packet dissemination at the lead

node is set to 3 seconds. In other words, the lead node disseminates

a new data packet if the acknowledgement from the tail node is not

received within 3 seconds.

We implement three steps that incorporate CoopKey for the co-

operative key generation: RSS measurement and estimation, chan-

nel quantization intervals reconciliation, and secret key extraction.

Specifically, the nodes broadcast a single beacon packet in turn in or-

der to share their link information. Transmitting the beacon packet

is initialized by the lead node, which solely decides the driving

status. Similarly, the adjacent following node broadcasts its beacon

packet once the beacon from the lead node is successfully received.

When all the nodes in PVCPS finish the beacon transmission, the

following vehicles estimate the RSS values between the first two

nodes in PVCPS. Next, CoopKey cooperatively quantizes the mea-

sured/estimated RSS readings on each node. Note that output of

the quantized RSS readings is an alternating sequence of multiple

0s and 1s, which are taken as the secret bit sequence. The RSS quan-

tization intervals are recursively adjusted until a unanimous secret

key can be generated.

2.2 Secret bit mismatch rate

In terms of the performance metric, we define bit mismatch rate

(BMMR) as the ratio of the number of secret bits that mismatch

between the lead node and the following nodes to the key length.

The total number of quantization intervals is set to 10. Figure 4

shows BMMR at the tail node in PVCPS with regards to different

number of generated keys (or at different time). Thanks to the

intuitive Python-based user interface of our CoopKey testbed, dis-

playing the real-time BMMR, it can be observed that BMMR of

CoopKey is time varying, and the average value is around 18%. This

confirms that the generated secret bits in CoopKey are random in

the presence of channel dynamics, indicating that any eavesdropper

experiencing independent channel fading is not able to obtain the

same key as the node in PVCPS.

Figure 2: BMMR with respect to 100 secret keys.

Figure 3: BMMR with respect to 1000 secret keys.

Figure 4: BMMR with respect to 2000 secret keys.
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