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Abstract

As the size and cost of embedded devices continue to decrease, it becomes economically feasible to densely
deploy networks with very large quantities of such nodes, and thus enabling the implementation of networks with
increasingly larger number of nodes becomes a relevant problem. In this paper we describe a novel algorithm to
obtain the number of live nodes with a very low time-complexity. In particular, we develop a mechanism to
estimate the number of nodes or the number of proposed values (COUNT), with a time complexity that increases
sublinearly with the number of nodes. The approach we propose is based on the wise exploitation of dominance-
based protocols and offers excellent scalability properties for emerging applications in dense Cyber Physical
Systems.
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Abstract—As the size and cost of embedded devices continue
to decrease, it becomes economically feasible to densely deploy
networks with very large quantities of such nodes, and thus
enabling the implementation of networks with increasingly larger
number of nodes becomes a relevant problem. In this paper we
describe a novel algorithm to obtain the number of live nodes
with a very low time-complexity. In particular, we develop a
mechanism to estimate the number of nodes or the number
of proposed values (COUNT), with a time complexity that
increases sublinearly with the number of nodes. The approach
we propose is based on the wise exploitation of dominance-based
protocols and offers excellent scalability properties for emerging
applications in dense Cyber Physical Systems.

Index Terms—Distributed Cooperative Computing; MAC Pro-
tocols; Dominance

I. INTRODUCTION

Nowadays, computing systems and in particular embedded
systems are part of our day-to-day life. The number of
computing elements we interact with on a daily basis is grow-
ing, since domotics technologies got to sufficient maturity to
be employed in many residential environments. Additionally,
networks with more than one thousand embedded nodes [3]
have been deployed for collaborative processing of physical in-
formation, and it can be expected that networks with hundreds
of thousands of nodes will be deployed within a few years.
Large-scale, sensor-rich networked systems will generate an
enormous amount of data. The data processing challenges aris-
ing from the existence of large networks can be exemplified by
considering that computing simple aggregates, such as MIN,
MAX or COUNT (the number of nodes that are characterized
by a given condition), might require communicating with a
large number of nodes, and thus, such computations do not
scale well when the number of nodes gets large.

One approach to overcome the problem is to parallelize
the communications between the nodes, by leveraging on the
spatial decoupling of the communication medium. For exam-
ple, for multihop networks, several techniques for computing
useful aggregated quantities that offer good performance have
been proposed [19], [11]. Nonetheless, new challenges arise
from scenarios where the communication medium is shared
and contains several tens of nodes. In the extreme case where
all nodes are in the same broadcast domain, nodes cannot
transmit in parallel, and there are no opportunities to paral-
lelize communications and apply traditional data aggregation
techniques.

A disrupting approach is given by designing algorithms
that take advantage of dominance-based MAC protocols. Be-
cause such MAC protocols resolve contentions in a non-
destructive manner, they allow more than one node to occupy
the medium at the same time and thus can be exploited to
compute aggregate values between the nodes participating in
the MAC protocol contention. This basic mechanism, inspired
by CAN [4], was proposed for Wireless Sensor Networks
in [2], and was used in a deterministic algorithm to compute
the MIN function over a number of sensor readings [15], [16].

This work performs an abstraction step by considering
general Dominance-based communication, and it extends the
computation of aggregates with the use of probabilistic algo-
rithms. In particular, we develop a mechanism to estimate the
number of nodes or the number of proposed values (COUNT),
with a time complexity that is independent from the actual
number of nodes. The estimation of COUNT is a relevant
building block for other algorithms; for example it can be used
to implement voting. One useful example is an application that
wants to know the number of nodes that have a sensor reading
inside a given range. The approach assumes that all nodes
are in the same broadcast domain. However, local aggregation
between nodes in geographic proximity can be used as an
intermediate step for obtaining aggregated values in multihop
networks and/or in hierarchical topologies.

The rest of this paper is organized as follows: Section II
provides background material and some recent results on
the use of dominance-based protocols for computation of
aggregates; Section III describes the assumptions of our work;
Section IV presents the COUNT algorithm, and it delves into
its analysis, in particular by evaluating its statistical error
against the number of iterations performed while executing the
algorithm; Section V provides simulation results to corroborate
our findings; finally, Section VI wraps up the discussion and
draws conclusions.

II. RELATED WORK

The research work described in this paper considers de-
signing algorithms that exploit the dominance paradigm for
efficient data aggregation. Before presenting the focus of this
paper (randomized algorithms to compute aggregates), we will
briefly look into dominance-based MAC protocols and some
related results (Subsection II-A). Later, in Subsection II-B, we
will review previous research on estimating COUNT.



A. Exploiting Dominance-Based MAC Protocols

Let us consider the example of computing MIN in a network
with IV nodes, where each node has a k-bit temperature sensor.
Computing MIN in a traditional way would imply that all NV
individual sensor readings are compared. Generally, it will take
O(N) message transmissions and, due to packet collisions, we
cannot assume to transmit all N messages simultaneously.

A dominance-based MAC protocol can be used to efficiently
obtain MIN as follows. Starting with the most significant bit
first, let each node send the temperature reading bit-by-bit.
The transmission of bits is arranged such that, at the end of
the transmission of k bits, the “observed” value in the channel
will correspond to the MIN of all transmitted values. The time
complexity is independent from the number of nodes in the
broadcast domain NV, and it is linear in the number of bits (k)
used to encode the priority value.

To implement such approach, various obstacles (such as
how the actual transmission of bits occurs and how nodes
can correctly perceive the bit in the same manner), need to
be sorted out. In the wired domain, dominance protocols [12]
have been implemented in the widely used CAN bus [4]. In [1],
the authors demonstrated that CAN-enabled platforms can be
used to compute various aggregate quantities (MIN, MAX and
Interpolation). The WiDom protocol [2] extends dominance
protocols to wireless networks, thus enabling implementing
the same behaviour in wireless networks. In this paper, we
extend this work by introducing probabilistic algorithms to
estimate COUNT.

B. Previous Work on COUNT

The problem of obtaining the number of nodes (COUNT) in
a network can be viewed from different perspectives. Gossip,
rumour spreading and infectious algorithms, all have in com-
mon that they use randomized local computations repeatedly
to achieve a global computation. Originally these algorithms
were developed to propagate data, but later they also have been
reworked to calculate aggregated quantities. These algorithms
are robust in face of node and link failures and they can operate
in multihop networks. Such algorithms are available for a large
number of distributed estimates/calculations, such as COUNT
and MIN (see for example [8], [7]). The statistical technique
used in [5] to estimate COUNT in a peer-to-peer network is
similar to our one, but we develop it further in the direction
of making it faster using a prior estimation of the number of
peers in a network.

Deterministic algorithms for unstructured environments
have also been proposed. The algorithm in [18] performs
repeated local operations to compute an average, and it works
efficiently in multihop environments since it parallelizes the
communications over the area. The algorithm in [9] computes
the average in a single-hop network. It is designed to perform
well against an adversary that injects faults but, unfortunately,
its time complexity is very high. These techniques that com-
pute average values could be used to compute the number
of nodes. Data aggregation protocols for Wireless Sensor
Networks can compute COUNT, typically using a convergecast

Algorithm 1 Estimating COUNT (the number of nodes in the
network)
Require: All computer nodes start their execution simultane-
ously.
Require: active is a boolean variable specifying if the node
is participating in the tournament.
1: r : array[l..R] of integer
2: x : array[1..R] of integer
3: ¢ : integer
4. forg<—1to R
5: r[q] < random(1, M)
6
7
8
9

if (active==TRUE) then z[q] < send_empty(r|[q])
else x[q] + M
: end for
. est_nodes < M L_estimation(M; [z[1], z[2], ..., z[R]])
10: return est_nodes // the estimation of the number of nodes

tree [19], [10]. The same problem has been addressed by
researchers in data communications with the goal of estimating
the size of the audience of a multicast communication [6], [13].
Anyway, all previous algorithms assume the presence of spatial
decoupling, hence the parallelization of the communication.
Common to all these works is that their time complexity grows
linearly with the number of nodes communicating in the shared
medium N (i.e. O(N)) or more, whereas our technique has a
time complexity which increases sublinearly with N.

III. SYSTEM MODEL

Consider a system comprising /N nodes that can communi-
cate by broadcast, both in the traditional way (one node send-
ing a message) and with a dominance-based MAC protocol as
described earlier. It is assumed that every transmitted signal is
received by all nodes, and this implies that there are no hidden
stations and the network provides reliable broadcast. We also
assume that a protocol is in place to ensure that, during the
estimation of COUNT, nodes do not transmit any other kind
of messages. It is also assumed that nodes are commanded
to compute the number of nodes simultaneously. Afterwards,
the MAC protocol will take care of keeping the nodes in sync,
with techniques that are dependent on the involved technology
(see for example CAN[4] and WiDom][2]).

Let k£ denote the number of priority bits that all nodes
employ while trying to get access to the medium. The
function that generates the random number is denoted by
random(1l, M), and it outputs random numbers in the range
[1, M = 2%].

The communication stack offers the following calls for
interacting with other nodes. Function send takes two pa-
rameters, one describing the priority of the message and one
describing the data bits to be transmitted. If send’s priority
doesn’t grant priority to a node, the program invoking the
system call blocks until the message is successfully transmit-
ted, possibly after trying to access the medium a number of
times. The function send_empty takes only one parameter,
which is the priority of the node calling the function. A call



Algorithm 2 Function ML_estimation
Require: The division of two integers (as is done in line 6)
returns a real number.
1: function ML_estimation(M: integer; x :
integer) return an integer
2 v : array[l..R] of real
3 sumu, q : integer
4 sumv < 0
5 for g < 1to R
6: SUMU $— Sumu
7
8
9:

array[1..R] of

v
+ o

end for

return floor( M / sumv ) —1
end function

to send_empty results in the MAC protocol performing the
contention for the medium, but if the node wins, it does not
send anything. In addition, after the execution of the protocol,
send_empty gives the control back to the application and
returns the priority of the winner, regardless of whether the
node won or lost the contention. The send_empty can be
used in environments where two nodes may have the same
priority and hence there may be more than one node that
declares itself as a winner. This is acceptable since they do
not send any data, so the mechanism causes no data collision.

IV. ESTIMATING COUNT BY USING A RANDOMIZED
ALGORITHM

This section introduces a randomized algorithm to estimate
the number of the nodes in the area. In particular, Subsec-
tion IV-A introduces the basic COUNT algorithm, which is
the basis for the analysis and the enhancements presented in
the rest of the section. The intuition behind our method is
as follows: if the value used for the dominance-based MAC
protocol contention by each node is a positive number chosen
uniformly at random in [1, M], then the probability for the
minimum value of the contention fields to be small approaches
1 as the number of nodes gets larger.

Later on in this section, Subsection IV-B provides a ratio-
nale for the design of the functions underlying the COUNT
algorithm by performing an analysis of the minimum random
number that is expected to be collected.

Subsection IV-C extends the analysis by providing an an-
alytical formulation of the error in the COUNT estimation,
expressed as a function of the number of rounds R that the
dominance protocol is repeated; moreover, the subsection uses
the estimated error to suggest the number of repetitions of the
dominance protocol to attain a given precision, and estimates
the completion time of the COUNT estimation.

Please take into account that some of the analytical results
consider a real random number in the range [0, M], while the
algorithm uses an integer in [1, M]. This is the result of the
discretization of the technique, which imposes to disregard
either 0 or M. We chose to disregard 0, since the estimation
formula (Eq.1) inverts the mean random number hence it is

more stable when we disregard 0, and simulations compared
the results of disregarding 0 and M and validated our choice.

A. Basic COUNT Algorithm

The pseudo code of the algorithm for estimating the number
of nodes is shown in Algorithms 1 and 2. Locally, each node
has a boolean variable active, which indicates if the nodes
should be included in the counting or not. This can be used, for
example, if it is desired to count only the nodes with a certain
local attribute (e.g. only the nodes measuring a temperature
above a certain threshold).

The main algorithm (Algorithm 1) assumes that all nodes
start their execution simultaneously and, on line 5, nodes
generate a random number in the range [1, M]. Thereafter,
all nodes contend for the medium using their random number
as their priorities, and the send_empty function reports the
minimum random number (line 6). This is performed for R
rounds, to fight the error introduced by the stochastic process
using statistic significance. Line 8 computes the estimation of
the number of nodes based on the minimum obtained on line
6, by using the function shown in Algorithm 2. The design of
the function in Algorithm 2 is based on Bayesian statistics and
the rationale behind its design are analyzed in Subsection IV-B
and Subsection IV-C.

B. Probability Distribution for the Minimum Random Priority

The parameters that concur to each single dominance round
are the number of nodes N and the maximum random num-
ber M that can be generated. Apart from that, the precision
of the COUNT algorithm depends on the number of rounds R
that we use for the estimation of the number of nodes.
The analysis presented in this subsection is applied to a
single dominance round ¢. Let us call ! the random number
provided by node ¢ during the round ¢ of the algorithm, and
let x4 be the minimum number collected at round g.

Given that in round ¢ every node i chooses a number r;
uniformly at random, the probability that the minimum number
for that round is x, can be written as:

For symmetry reasons:

P(min{r{..r&} =z,) =
N-Pri=azoAri<rin..Ari<ry)=
N -P(ri=uaq) -Pri<rin..nri<ri)

Given that the random numbers are chosen uniformly at
random, we have that the probability that z, is larger than r{
is:



and this leads to:

mm{m TN} =) =

_rq N-1
M/5 (Mﬂ) A% =

w(w)

C. An Estimation for N

Basic algebraic manipulations show that x,/M = (1 —
(1 — x4/M)), which leads to an expected value for z, =
min{r{...r%} that is

M
E[z,| = /0 zgP(min{r{..r§} = zg)dz, =

foq (13N tdey =
—(N= MJFN]AV%) M(l-+5)=#5

Since the “central limit theorem” states that the mean value
of a collection of {z1,...,2r} approaches E[z,], a precise
calculation of the mean value for x,, possible by repeating
the CAN algorithm a number of times, can help to invert the

formula and compute N = % — 1 and compute j”, which
is an estimation of NV:
, M
J=s 1 M
z

where Z is the mean value for x, computed over a number
of rounds R. Since (f\}; (1—2(1—3%) + (1 — 3%)2, the

expected value for (z,)? is:

E[(4)%] = [, (2q)*P(min{r{..r%} = xg)dz, =

MN [ 1= 5N =20 = 59N + (1= §HVF! | dary =
2M

(N+1)(N+2)

Thus,
() = Bla2] — Blzg? = 2

(N+1)2(N+2)
and, for a large number of rounds R, the standard deviation
of the minimum random numbers r{ approaches:

() M2N
o(zy) = ~
a (N +1)2(N +2)

Given that we execute a sufficient number R of dominance
rounds, the mean difference between x, and Z computed over
R rounds approaches its expected value o(x,), and the most
probable error on j” (Eq. 1) can be estimated as:

M M —M(z, — E[z]) ‘

B[] + (7, ~ Blal)  Efd] (B

The expected difference between ng] and T computed over

M
N

Aj// — ‘

a number of rounds R approaches U\/’%’) and for R > 1 the
expression converges to:
, Mo (xq) N
A | R = ()
(M/N ) ~ VR

k]
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Fig. 1. Cumulative distribution function for the estimation, 10 nodes, 100
rounds per experiment.

1
0,9 ‘/_—.__—
0.8
0,7
0,6
0,5
0.4
0,3
0,2
0,1

T T T T 1
70 8O o0 100 110 120 130

Fig. 2. Cumulative distribution function for the estimation, 100 nodes, 100
rounds per experiment.

This result can be used to estimate the number of rounds
R we should repeat the dominance protocol, with the goal of
having an expected error of a given magnitude.

V. PERFORMANCE EVALUATION

The evaluation of this section addresses the performance of
the proposed approach, and validates the analytical results of
Section IV via simulations.

A montecarlo simulator was implemented to verify (i) the
correct estimation of the number of nodes, and (ii) prediction
of the error on the estimation. We have simulated three
scenarios, characterized by different number of nodes (/N = 10
and N = 100), and with the dominance algorithm repeated for
a different number of rounds (R = 100 and R = 10000). For
each scenario, we performed 1000 simulations, and every time
the pool of random number was [1,10°] (so that & << 1)

The numerical results for the mean values and standard
deviation were respectively 10.10 + 1.02, 101.1 £ 10.3, and
100.42 £ 0.94. Thus, the standard deviations computed by the
montecarlo simulations validate that the expected divergence
from the real number of nodes N agrees with Eq. 2.

The figures 1, 2 and 3 provide a graphical representation
of the results. In each figure we reported the cumulative
distribution function for j”. By observing the plots, it is
possible to observe that the estimation of the number of nodes
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Fig. 3. Cumulative distribution function for the estimation, 100 nodes, 10000
rounds per experiment.

performs quite well. For example, with N = 10 and R = 100
(Figure 1), almost 70% of the estimates fall between 9 and
11. With N = 100 and R = 100 (Figure 2), we have about
55% of the estimates in the range [90, 110].

VI. CONCLUSION

This paper proposed a technique for efficiently estimating
COUNT in dense networks, whose time-complexity does not
depend on the number of nodes. The results of this paper
are based on a thorough analysis of the error introduced by
the randomized algorithm the mechanism is based on. The
contribution to the state-of-the-art is an efficient algorithm to
speed-up the computation of the COUNT, and simulation of
the execution time shows that the technique speeds up the
COUNT estimation.

The technique is significant in a setting where (i) networks
are characterized by large scale, high density, and (ii) a
prioritized MAC protocol based on the dominance paradigm
is available. The technique relies on its priority MAC protocol
to support a very large range of priority levels and to be
collision-free, and such a protocol has recently been proposed,
implemented and tested [2], [15]. Moreover, our technique
requires that no faults occur; in general this is difficult to
achieve in real networks, and especially when communicating
over a wireless medium. However, it was observed that in short
distance communication, using a spread spectrum transceiver,
it is possible to achieve good reliability [14], [15]. Moreover,
techniques to improve the reliability of WiDom have been
recently proposed [17].

Future works include the implementation of the algorithm
on real nodes employing WiDom, and the extension of the re-
sults to a scenario comprising very dense multi-hop networks.
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