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Abstract

Mobile edge computing (MEC) enables the Internet of Things (IoT) with seamless integration of multiple
application services. Federated learning is increasingly considered to improve training accuracy in MEC-loT while
circumventing the disclosure of private data, where the 10T nodes collaboratively train a machine learning model
without disclosing their private data. In this paper, we propose a new cyber-epidemic attack that progressively
manipulates federated learning and reduces the training accuracy of the benign MEC-loT. The proposed cyber-
epidemic attack explores adversarial graph autoencoders (GACE) to generate malicious local model updates that
extract correlated features with the benign local and global models. The proposed GACE attack epidemically
infects all the benign IoT nodes along with the training iterations in federated learning, while highly enhancing
concealment of the attack.
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Abstract—Mobile edge computing (MEC) enables the In-
ternet of Things (IoT) with seamless integration of multi-
ple application services. Federated learning is increasingly
considered to improve training accuracy in MEC-IoT while
circumventing the disclosure of private data, where the IoT
nodes collaboratively train a machine learning model without
disclosing their private data. In this paper, we propose a
new cyber-epidemic attack that progressively manipulates
federated learning and reduces the training accuracy of
the benign MEC-IoT. The proposed cyber-epidemic attack
explores adversarial graph autoencoders (GACE) to generate
malicious local model updates that extract correlated features
with the benign local and global models. The proposed GACE
attack epidemically infects all the benign IoT nodes along
with the training iterations in federated learning, while highly
enhancing concealment of the attack.

Index Terms—Mobile edge computing (MEC), Internet of
Things (IoT), federated learning, adversarial graph autoen-
coders, cyber-epidemic attacks

I. INTRODUCTION

With the growing development of Internet of Things
(IoT), mobile edge computing (MEC) is enabled to leverage
powerful computing capabilities at an edge server for
processing compute-intensive tasks offloaded by IoT nodes.
The MEC-IoT is widely applied to a large number of ap-
plications, such as smart grids [1], intelligent transportation
systems [2], and metaverse [3]. The IoT nodes upload their
data to the edge server in which machine learning is used to
train the IoT data. Nevertheless, this source data offloading
is vulnerable to wireless attacks, such as eavesdropping [4],
[5], denial of service [6], or blackhole attacks [7]. To avoid
possible data privacy leakage, federated learning is studied
to train a global shared model at the edge server, which
aggregates local model updates instead of original training
data of the IoT nodes.

Figure 1 describes an MEC-IoT system in which the
edge server and the IoT nodes conduct federated learning
for image classification, as an example. Specifically, the
IoT node equipped with a video camera is deployed to

track people’s movements in a train station or airport,
which generates large amounts of images. At the IoT node,
the data is used to train a machine learning model, such
as convolutional neural network (CNN) [8], long short-
term memory (LSTM) [9], or support vector machine
(SVM) [10], that produce a local model update (i.e., the
weight vector of the machine learning model) [11]. The
local model updates of the IoT nodes are sent to an edge
server at which a global model is created by averaging
the weight vectors. Next, the global model is sent back
to the IoT nodes that can adjust the weight vectors in
their machine learning models according to the updated
parameters in the global model. Thanks to the collaborative
training of the global and local models, federated learning
iteratively improves the training accuracy, leading to an
accurate people movement’ tracking. In addition, the global
model and local model updates of federated learning are
trained without collecting the private data from the IoT
nodes, thus protecting data privacy.

Despite federated learning can prevent the data privacy
leakage, a number of data or model poisoning attacks [12]
are studied against federated learning, all of which aim
to manipulate the local and global model training. In
particular, existing data or model poisoning attacks en-
able the adversarial IoT node to create a malicious local
model update with falsified weight vectors or fake training
datasets to compromise the learning accuracy. Generally,
the existing attacks against federated learning prevent being
detected by ensuring that an Euclidean distance between
the malicious local model update and the global model is
smaller than a predetermined threshold. Unfortunately, such
attacks can still be detected by the recent poisoning defense
countermeasures, which utilize the feature correlation of the
weight vectors of all benign local model updates to learn
abnormal fluctuation among the IoT nodes.

In this paper, a new adversarial graph autoencoders-based
cyber-epidemic (GACE) attack is proposed to progressively
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Fig. 1: The MEC-IoT system, where a machine learning
model is trained at the IoT node to produce a local model
update. The edge server aggregates all the local model
updates from the IoT nodes to train a global model.

manipulate federated learning and compromise the training
accuracy of the benign MEC-IoT devices. The proposed
attack explores adversarial graph autoencoders (GAE) to
generate a malicious local model update that holds a strong
feature correlation with the benign local model updates
and the global model overheard. The adversarial GAE at
the attacker constructs an adjacency matrix based on the
overheard benign local model updates and the global model
as the input, and outputs a reconstructed adjacency matrix,
with the reconstruction loss maximized. According to the
reconstructed adjacency matrix, the attacker reconstructs
the malicious local model update that manipulates federated
learning convergence while containing correlated features
with the benign ones.

The GACE attack guarantees that the Euclidean distance
between the reconstructed malicious local model update
and the global model below a threshold [13]. Next, the
attacker uploads the malicious local model update to the
edge server, which aims to maximize the training loss
of federated learning and diverge the federated learning
performance. As a result, the training accuracy of federated
learning gradually decreases. Since the malicious local
model updates are uploaded to the edge server for training
the global model, the proposed GACE attack gives rise to
an epidemical infection over all the benign local model
updates.

The rest of this paper is organized as follows. Section II
discusses related work about exiting adversarial attacks
against federated learning. Section III discusses federated
learning mechanism with the benign IoT nodes and the edge
server, as well as the eavesdropping model. In Section IV,
we study the proposed GACE attack. Section V evaluates
the performance. Section VI concludes the paper.

II. RELATED WORK

In this section, we present the related studies about the
exiting adversarial attacks to federated learning in MEC-

IoT. We also discuss the new characteristics of the proposed
GACE attack compared to the attacks in the literature.

A data poisoning attack against federated learning is
studied in [14]. A number of adversarial nodes generate
mislabeled data and upload their malicious local model
updates to the server, to poison the global model. The data
poisoning attack results in substantial drops in the training
accuracy of data classification, even with a small percentage
of malicious local model updates. By analyzing several
data poisoning attacks according to poisoning and adversary
capabilities, an attack is developed based on the classic
label flipping data poisoning [15]. Their data poisoning
attack can adjust the amount of label flipped data used
to evade the model aggregation rule at the edge server,
since the malicious local model update generated with a
large volume of fake data is easy to be detected. In [16],
a data poisoning attack is studied, where a backdoor is
embedded into the malicious local model update. Once
the malicious local model update is aggregated by the
edge server, the global model can be falsely trained, which
identifies the malicious local model as a benign one. To
generate a persistent data poisoning attack against federated
learning, the authors of [17] analyze model capacity so that
the model poisoning attack can inject adversarial neurons
in the redundant space of a neural network. Since the
redundant neurons have limited correlations to the main
task of federated learning, their poisoning attack does not
affect the global model training at the edge server.

Generative adverserial networks (GANs) can be used to
build the poisoning attack against federated learning with
MEC [18], which obtains hidden features from the local
model updates and recovers the local data. The GANs-
based poisoning attack applies the support vector machine
(SVM) model to generate the malicious data and local
model updates via imitating the generation of benign data
and local models. Different from the random data selection
as the local training data in federated learning, the GANs
developed in [19] allocates a distinct data class to the local
node for creating the privacy leakage attack. The GAN is
developed to balance the learning rate of the discriminator
and the one of the generator. By measuring the Euclidean
distance between the real data and its reconstructed ma-
licious peer, performance of the attacks, such as training
accuracy and detection rate, can be evaluated. In [20],
a GAN-based poisoning attack is presented, where the
adversarial node disguises itself as a benign node. The GAN
is trained to generate the malicious data via imitating the
benign one while the adversarial node flips the labels of
the GAN generated data.

The exiting data poisoning and GAN-based poisoning
attacks lack the description of the implicit relationship
between different local model updates, which can be de-
tected by recent poisoning defense strategies in federated
learning [21], [22]. In addition, the output features of the
attacks can be oversmoothed by multiple convolutional
layers at the edge server, making the differences between



the malicious local model update and the benign ones
distinguishable. This exceptionally alleviates the malicious
epidemic threat to federated learning.

III. FEDERATED LEARNING IN MEC-IOT SYSTEMS

In this section, we present the training of the local model
update and the global model in the MEC-IoT system.

A. Federated learning formulation

Federated learning allows the IoT nodes to independently
train the data without sharing to the other nodes and the
edge server. The sensory data, e.g., images captured by the
camera in Figure 1, is trained at the IoT node to generate
the local model update. The edge server aggregates all the
local model updates for training the global model, which
is used to classify and analyze the captured images. With
an increase of the training iterations, federated learning can
gradually improve the image classification accuracy.

In the MEC-IoT system, the benign IoT node ¢ generates
D; datasets at time ¢, where ¢ € [1, N] and N denotes the
total number of benign IoT nodes. We denote a; and y;
as the input images of federated learning and output (e.g.,
the classified images) at node ¢, respectively. At the IoT
node, the local model update is trained by neural networks
to minimize a loss function L;(w;;a;,y;) that measures
approximation errors over a; and y;, where w; is the model
parameter of IoT node i. For instance, L;(w;;a;,y;) can
be given by L;(w;;a;,y;) = 1/2(a;Tw; — y;), for linear
regression; or L;(w;;a;,y;) = —log(1 + exp(a; T yw;)),
for logistic regression. Thus, we can define the loss function
as

D
| D
Lioss (w;) := Do > Li(wizai,y;) +b-regw;), (1)

L)

where b € [0, 1]. The effect of the local training noise is
described by a regularizer function reg(-) [23].

The local model updates of the IoT nodes are aggregated
at the edge server to create a comprehensive and effective
global model. Let w;;, represent the global model. We have

N
1
Waih = 5o ; D; Liogss (w;), )

where D(N) = Zfil D; presents the total data size of all
the IoT nodes.
Minimizing Ljss(w;) can be formulated as

| N D
%inLloss(wi) = W Z Z Li(wi;a,y;)  (3)

=1 ai:1
+b-reg(w;)
B. System and eavesdropping models

1) System model of MEC-IoT: Let p;(t) =
(2;(t),yi(t), z;(t)) denote the position of node i. The

distance between the [oT node and the edge server can be
expressed as

di(t) = [|pi(t) — Pedgell
= J@i(1) — Teage)? + @al) — eage)? + 7 (02, @

where pedge = (Tedge, Yedge; 0) is the location of the edge
server [24].

Let h; denote the channel gain between the i-th benign
IoT node and the edge server. We have h;(t) = ﬁ,
where Py is a reference transmit power of an IoT node
at the distance d; = 1 m. Furthermore, the signal-to-noise
ratio (SNR) of the channel between the IoT node and the

edge server can be given by 7;(t) = %, where P;(t)
0

is the transmit power of node 4, and o3 is the noise power
at the edge server.

2) The attacker’s eavesdropping model: Likewise, the
channel gain of the eavesdropping link, i.e., between a
benign IoT node and the attacker, is given by

s 04l (t—1) 4 031/1 — 0}
hi (t) - / 05 ’ (5)
d;(t)
where p3 is a Gaussian random variable, and o4 is the
coefficient adjusting the weights of the two components. g5
denotes the path-loss exponent. dj(¢) defines the distance
between the IoT node 7 and the attacker.
The SNR of the eavesdropping link, denoted by 7} (¢), is

ni(t) = h;(ti? ®,

(6)

In addition, the channel gains h;, h} and JS are known to
the attacker at the beginning of time ¢, since the attacker
can overhear the benign IoT nodes’ channels and the
eavesdropping links via channel probing.

IV. ADVERSARIAL GRAPH AUTOENCODERS-BASED
CYBER-EPIDEMIC ATTACKS

In this section, we propose the GACE attack that aims
to progressively manipulate federated learning in MEC-
IoT. The attacker explores the adversarial GAE to create
the malicious model update, which extracts the feature
correlation among the benign local model updates.

Let wj, denote the malicious local model update created
by the attacker k. In particular, the arbitrary features of wj,
and the ones in the benign local model updates could be
highly irrelevant. This leads to a low feature correlation
between the malicious local model update and the benign
ones, which can still be detected by the edge server. To ad-
dress this, the GACE attack is presented in Figure 2, where
the global model w;, and the benign local model updates
(ie., wy,ws,...,w;,...,wy) are eavesdropped on by the
attacker. Next, the attacker disguises as one of the benign
IoT nodes and creates a malicious local model update being
uploaded to the edge server. The edge server aggregates all
w; for training wg;,, which is progressively contaminated
along with federated learning iterations. Eventually, the



GACE attack compromises all the benign IoT nodes and
manipulates federated learning training.

The attacker aims to iteratively construct wj, based on
the eavesdropped wg;; and w; in which the attacker has
no knowledge of the ToT data (a;,y;). A graph G(V, &, F)
is formulated at the attacker to train the malicious local
model update, where V, £ and JF represent vertexes,
edges and a feature matrix of the graph, respectively. Let
A = {@W;,i |-} € RY*N define an adjacent matrix
indicating the correlation among the benign local model
updates, where w; ;) is the inner product between w; and
w,;. Since the topological structure of the graph is built
according to the adjacency matrix, w(; ;y = 1 if there is
an edge between w; and w,; Wiy =0, otherwise. The
feature matrix F = {wj,ws,...,w;}, where w; contains
the feature of the benign local model updates with regard
to the data dimension.

The GACE attack is based on the adversarial GAE that
consists of an encoder and a decoder. The encoder encodes
the graph data with the features and the decoder takes
the encoder’s output as the input to reconstruct the graph.
Specifically, the encoder takes the input matrixes of F and
A. The encoder is built based on a K-layer GCN. The
output of convolution at the k-th layer can be presented as

ZF = S(Z" 1 Ay, ()

where S(-) is a spectral convolution function and y* defines
the weight matrix at the k-th layer. _
__Given an_identify matrix Z, we define A = A + 7 and

A;; =), A;ir. To generate a feature representation of the
graph, the encoder is formulated as

S(ZF Ay) = SYA TAA P2, @)

where S¥(-) represents a nonlinear activation function (e.g.,
1 1

tanh(-) or ReLU(:)). A AA ? is the symmetrically
normalized adjacency matrix.

The input to the decoder is Z¥, which is the last layer
output of the GCN. Let ZT denote the transpose matrix of
the ZX. A reconstructed adjacency matrix is generated at
the decoder, which is defined as

A = sigmoid(ZX 2Z7), )
where sigmoid(xz) = 1/(1 + e~ ) is the sigmoid function.
In addition, the larger the inner product (Z* ZT) in the
embedding, the more likely vertexes 7 and i’ are connected
in the graph according to the autoencoder. The output of
the decoder is the reconstructed adjacency matrix A as
well as F* = {wd, w5, ..., w?}*, where w? denotes the
reconstructed model update used to generate the malicious
model update.

__Here, G(V, £, F) measures the similarity between A and
A. A weighted cross entropy loss is used to describe its
reconstruction loss 7. It defines

log p( A | Z*)

N owd ’
(=5 wh)

n= ES(Zk—l,Al,Yk) (10)
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Fig. 2: The proposed GACE attack that aims to progres-
sively manipulate federated learning in MEC-IoT.

where C(-) calculates _the Euclidean distance between the

two input vectors. p( A | Z¥ ) at the decoder indicates the

correlation among the embedding vertexes, which is
p(A|Z")=1Nulp( Ay | 28,25,

i

(11)
and

p( Ay =1 2F 28 ) =sigmoid(2F 27).  (12)

Since the attacker aims to generate the malicious local
model updates wj, to disorient federated learning, GACE is
designed to maximize 7 in (10), which leads to a minimized

N A o~
C(Zi;]\l,wi,w%b). Moreover, maximizing p( A | Z* )

A
satisfies C(E’:lei,wﬁb) < Cyp, where Cyy, is a threshold
value that ensures the generated w), is close to wﬁb in the
Euclidean space. As a result, w), iteratively contaminates
federated learning without being detected.

A Laplacian matrix  is formulated at the attacker based
on the adjacency matrix of A, which is Q = diag(A) — A.
By applying singular value decomposition to €2, a complex
unitary matrix can be obtained B € RV *"_ Therefore, the
attacker can formulate a matrix B’ that contains the features
of the benign model updates, namely, B’ = B~1F.

In this case, the attacker can also formulate a Laplacian
matrix based on the output of the adversarial GAE, which is
2 = diag(A) — A. In addition, the complex unitary matrix
B is obtained by applying the singular value decomposition
to . Therefore, the malicious local model update 'w;C that
follows the design of A in the adversarial GAE can be
constructed, which is

F = BB, (13)
where F is the feature matrix containing all the malicious
local model updates, F = {w), w5, ..., w}}.

According to the design of the GACE attack in Figure 2,

the edge server broadcasts wy;, in every communication
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round of federated learning. The benign node performs
the local training for the local model update w;. The
attacker eavesdrops on the global model wg;; and the
local model update w; of the benign IoT nodes. Given
a number of federated learning iterations, the adversarial
GAE is trained to maximize the reconstruction loss with
the adjacent matrix A and the feature matrix F. At the
output of the adversarial GAE, the attacker achieves the
optimal malicious local model update, i.e., w}.. Next, w) is
uploaded to the edge server for the next round of federated
learning training.

V. PERFORMANCE ANALYSIS

The proposed GACE attack is implemented in PyTorch.
Modified national institute of standards and technology
(MNIST) database that contains a large number of hand-
written digits are used to train federated learning at the
IoT nodes. Moreover, we compare the average training
accuracy of FL under the proposed GACE attack and a
BackdoorFL attack [25]. The attacker with BackdoorFL
creates an arbitrary local model update that contains a
malicious backdoor for poisoning the global model update.

Figure 3 shows the training accuracy of the global
model at the edge server with or without the proposed
GACE attack. Given 100 federated learning episodes, the
training accuracy of the benign global model (without the
GACE attack) gradually converges to 99.6%. Under the
GACE attack, the training accuracy convergence regarding
the global model is deviated, which drastically fluctuates
between 7.5% and 89.2%. This indicates that the GACE
attack has effectively compromised all the benign [oT nodes
and manipulated federated learning training.

Given five benign IoT nodes as an example, Figure 4
presents the training accuracy of the local model updates at
each of the IoT nodes. Due to the GACE attack, the training
accuracy of the local model updates at the IoT nodes
drops about 27.3% at maximum according to federated
learning episodes. This confirms that the malicious local
model update generated by the GACE attack successfully
contaminates the benign ones.

At the edge server, the Euclidean distance between the
local model updates and the global model can be measured
in order to detect the malicious local model update. In
this case, we set node 3 as the attacker, and the Euclidean
distance is presented in Figure 5 to validate that the GACE
attack is undetectable. As observed, the Euclidean distance
of all the five nodes randomly varies between 8 x 10~3 and
1 x 1073, while the Euclidean distance of the malicious
local model update generated at node 3 hides among the
benign local model updates. Thus, it is hard for the edge
server to identify the malicious local model update. The
GACE attack achieves this because the adversarial GAE
extracts the feature correlation among the benign local
model updates.

In Table I, we compare the average training accuracy of
FL under the proposed GACE attack and the BackdoorFL
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Fig. 3: Under the GACE attack, the training accuracy of
the global model at the edge server given 100 federated
learning episodes.
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Fig. 4: Under the GACE attack, the training accuracy of the
local model updates at the IoT nodes given 100 episodes.

attack, where the number of devices, i.e., IV, increases from
5 to 25. In particular, the GACE attack reduces the training
accuracy of FL for about 12% lower than BackdoorFL
since the adversarial GAE maximizes the reconstruction
loss 7, thus maximizing Lj,ss(w;). Table II shows the

TABLE I: The average training accuracy under attacks

N GACE BackdoorFL
5 79.8% 92.3%
10 82.7% 94.7%
15 81.3% 93.4%
20 88.5% 99.1%
25 92.1% 99.8%
-3
g#10
node 1
Wnode 2
é Hnode 3
Huode 4
S 4
E Bnode 5
!
0
0 20 40 60 80 100
Episodes

Fig. 5: The Euclidean distance between the local model
updates and the global model under the GACE attack.



TABLE II: The average detection rate of the attack

N GACE BackdoorFL
5 0.8% 15.1%
10 0.7% 38.3%
15 0.9% 48.6%
20 1.1% 75.9%
25 1.5% 96.3%

detection rate of the GACE attack and the BackdoorFL
attack. It can be observed that GACE is hardly detected by
the edge server, compared to BackdoorFL. This is because
the malicious local model update of GACE maintains a
strong feature correlation with the benign models, while
the update of BackdoorFL is arbitrarily generated.

VI. CONCLUSION

This paper proposed a new GACE attack that progres-
sively manipulates federated learning process of some be-
nign IoT devices in an MEC-IoT system. The GACE attack
explores the adversarial GAE to generate the malicious
local model updates that hold feature correlations with the
benign models, which improves the concealment of the
malicious local model update. As a result, the benign IoT
nodes are epidemically infected along with the training
iterations in federated learning, where the training loss of
the benign IoT devices increases considerably.
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